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Introduction Test Software Manual

1 Introduction
This testing demo is usable for any kinds of readers with TCP/IP interface, and support to operate read/write cards

compliant with ISO/IEC 14443A/B, ISO/IEC 15693 Standards, etc.

This DEMO is just for testing used, other specific app or request on function button, please refer to APl documents, demo
code and other second development files for your own program, or contact our sales for customization.
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Operation procedure

2

2.1

Operation procedure

Device Connection

2.1.1 Hardware connection

A. Communication cable- crossover cable, for communication between PC-to-PC, PC-to-router, Router-to-Router, Switch-
to-Switch, etc. This cable adopts T568A standard in one side, the other side is T568B, detail cabling definition, please refer
to following:

Pair 2

Pq- 3 P-lif 1 Pﬂrd.

WW—I |

12345678

L

Pair 2

Palr 3

Poir 1) Palr &
A )
'y "\

| ,',EIJ

Diagram showing both T568A and TE88E cabling wire colors

TS68A T5G8B
T568A Cabling
Pin # Pair# Function ‘Wire Color Used with Used with
10M00BASE-T 100BASE-T4 and
Ethemet? 1000BASE-T
Ethemet?
1 3 Transmit White/Green Yes Yes
2 3 Transmit Green Yes Yes
3 2 Recaive White!Orange Yes Yes
4 1 MNotused Elue Mo Yes
3 1 MNotused White/Blue Mo Yes
B 2 Receive Orange Yes Yes
T 4 Notused White/Brown No Yes
8 4 Notused Brown Ne Yes
TS6BE Cabling
Pin # Pair # Function Wire Color Used with Used with
10/100BASE-T 100BASE-T4 and
Ethemet? 1000BASE-T
Ethemet?
1 2 Transmit While/Crange Yas Yes
2 2 Transmit Orange Yas Yes
3 3 Receive White/Graen Yas Yes
4 1 Mot used Elue Ne Yes
5 1 Mot used White/Blue Ne Yes
6 3 Receive Green Yas Yes
T 4 Mot used White/Brown Ne Yes
B 4 Mot used Birown Mo Yes

For connection between PC-to-Switch, or PC-to-Router,etc, please use Straight-Through Cable, and the cabling will

compliant with T568A or T568B standard in two sides at the same time.

Cabling definition are same as above diagram.

Embedded RFID Modules
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Operation procedure Test Software Manual

B. External power supply, PIN definition as picture below:

ucc
GND
BUZ
——LED

TCP/IP RJ4S connector

Cable needed: network cable, one connecting to PC, another is connected to Reader

Power supply: the sample is without PoE chipset, so needed external power supply by connecting two pins of GND
and VCC, as above picture remark.

Antenna: external connection by 1.25mm Pitch connector

C. IP Address configuration
Please config the IP address of the Local connection and the reader to be in one network segment, the reader’s segment
is 192.168.1.230

Page 6 of 18 Embedded RFID Modules
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Operation procedure

Eigenschaften von Internetprotokoll Version 4 (TCP/IPv4) |@7§3|

Allgemein

IP-Einstellungen kiinnen automatisch zugewiesen werden, wenn das
MNetzwerk diese Funktion unterstitzt, Wenden Sie sich andernfalls an
den Netzwerkadministrator, um die geeigneten IP-Einstellungen zu

beziehen.
() IP-Adresse automatisch bezieshen

(@ Folgende IP-Adresse verwenden:

IP-Adresse: 192 . 168 .
Subnetzmaske: 255 . 255
Standardgateway: 192 . 168 .

DMNS-Serveradresse automatisch beziehen

(@) Folgende DNS-Serveradressen verwenden:

Bevorzugter DNS-Server: 8 .8 .

Alternativer DNS-Server: 114 . 114

[ Einstellungen beim Beenden tiberpriifen

L255. 0

8 .8

114,114

2.2

After this configuration, please open the testing demo to connect the reader.

Step 1. Tos

Irfarmatin

W Version 10T V213-2.0

Software connection

earch the IP address, then find the right IP, please click to connect this IP address:

| 0 0 AB 01 E6: 8000

| L | n I L] ! m
Connection Sotling
®: 1921681230 ] T | Device aaa,.:‘,—J
Fork)jucco 5| [LGommea | Device Baudrate
—
Attention oo |
[ tfeococo o1

HW Version J— |

Az | oA
Device SN | |
Burzer & LED

| | mumerfoa  gmen 18 (duration) [ fuscute |

LED: (0A  (Bmes) (16 (duration) | Execute ._

Successfully connection will display the right response and the information about the reader’s hardware and software

version:

Embedded RFID Modules
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Mode Select  Help
@ sysmem | W 1018043 Types | 8 Unatighe | @ P | W s008aa3.Types | 4 15015603
Connecticn Seting
P 1021681230 - | Divien Addrmes

. foa -
ars 2000 = Device Baudrate

o — = 1 ]
ok b - | Onconmect| =
Device SN
&N: [00 0000 00 00 00 0O 01 [
Information
Message
SW Version 10T V213-20 BO0D0« <Connect Success!

2013-9-4 13:34:01

HW Version  IOTS302MW-3.38T

Device 5N 49 4F 54 30 30 33 35 41

Buzzer & LED

In this system setup , there are function button for changing working mode of Buzzer and LED, detail command definition
and format, please refer to document of APl parameter.

2.3 15014443 Type A operation

2.3.1 1S014443A Search card

Please enter to “ISO14443A Type A” operation interface, and click "Search” to look for cards in the reading field, then get
back UID of the card if succeed, shown as:

Wiz
System  Mode Select  Help
@ Sywem | 15012845 Typea | 8 Ulvalight | B CPU | B 15004443 TypeB | 4 15015683

b

(™ Tearch 7 Hak Ewalles
Search Card Initiafize
& idle @ Keyd Sector: |01 KEY: [FF FF FF FF FF FF
T idle T Al
L Cal  CKeyB Vokie: (64000000 Initialize |
Hok: Incremment
[ mam | @ ldle & Keyh Secton |01 KEV; [FF FF FF FF §F 17
M O KeyB Value: [01000000 [ inecreass |
ReadWiite Decrament

SR @ ldie @ Keyd Seetse |01 wey: [FERTRFRE IR
r (o = | Decr
@ ldie @ Keyh  locks: [D1 ke [FFFRF A F I L |l LR Decraase |

J— Mrssage
COAll C Keyd  Adde[10 [ Auto | Read | = GetlID Mode: Idle
f—— <482 F4 F4 30 one card be detected
2013-8-8 150525

@ fdle & KeyA Blocks: (01  KEY:|FF FF FF FF FF FF

Al T Key® Adde: 10 ™ Aute

FF FF FF F7 FF FF FF FF FF FF FF FF FF FF AA BB

Page 8 of 18 Embedded RFID Modules
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2.3.2 Card Halting operation

This process is to halt card:
System  Mode Select  Help
@ symem |8 5018088 Typea | 8 Umalight |8 coU | @ 15014043 Types | 4 15015893

Search / Halt E-wallet
Sewrch Card Initialize
— F idle Keyh Secton |01 MEY: |FF FF B FE FF F
& 1die Al | Search | 5 —
Ol T KeyB Value: 53000000 | Initi |
Hale Increment
® idle & Keyh Sectons [O1 KEY [FFFF FF FF FF PR
CAl O Key® Ve [01000000 [Cincrease |
Tesdrire Becremant

Rasd & idle - KeyA Sectar 01 KEY; |FF FF FF FF FF FF
© Il Keyh  Blocks: [01  KEV:[FF FF FF FF 6F FF AN ey ulow 01 00 00 00

= Message
CM ket Adde[1 T aue [ Resd || | moba
= < <Halt Success!

Write
® il & Kt Blocks: [T KEV{FF FF FF FF FF FF

CACKeyB  Adde[10 [ Awo [ Wie |

2013-7-31 1B:14:30

FF FF FF FF FF FF FF FF FF FF FF FF FF FF AA BB

2.3.3 Read data of card blocks

To operate card blocks information reading, card supporting types can be Mifare 1K, Mifare 4K, and the working mode
optional with Idle mode and All mode.

Remark:
. Under idle mode, all cards in the IDLE state shall respond synchronously with ATQA
. Under All mode, all the card in the IDLE or HALT state shall respond synchronously with ATQA.

“Blocks “dialog box stands for the blocks number to be read in one time, and the “Addr” is the start address of this
reading, the “KEY” default is FF FF FF FF FF.

If the reading block/blocks is/are encrypted, please get and input the special key, see following:

If successfully, then Message box will return right information about the operation; if failed, then feedback with wrong
code, please refer to Wrong code list to know their definition.

1356t R FEADER & T T e gl ]
System  Mode Select  Help
@ symem | B SO18M5Typen | 8 Unratight | @ CPU | W 15018443 Types | 4 15015693

Search / Halt E-wallet
Search Card Iritialive
: . B e ©Kkeph Seon [T kew [FRERRE
& fdle AN Search —
C Ml O Key® Value: (64000000 Initializs
ek —= Inrement
Halt @ Idle @ Keph Secton 01 KEY: |FF FF FF FF FF FF
blocks number S I Ry W ] 010800 08 Increase
Read/Write Decrement
———
& ® : 1 FF FF EF FF FF FF
T Read telle Keyd Sector KEY: |
= ldle = Keyh . ,,_,; FF FF FF FF FF Al KeyB Vale: (01000000 Decrense
— A Message
CM T Keyl Addr: |10 |7 Aute Read sxReading Start Addrecel0 Blocke:01
o «aUlD: 82 FAF4 3D

- T <<Data: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
i start address 201388 112508
il & Kok Blocks: [0 KEW[FF FF I B R

~

M T KeyB m-su:i‘i-ﬁ_ I dute | Write | 5 5
= - information return

FF FF FF FF FF FF FF FF FF FF PP FF FF FF AA 88

[ cear |

Embedded RFID Modules Page 9 of 18
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2.3.4 Write data into card blocks

To operate card blocks information writing, card supporting types can be Mifare 1K, Mifare 4K, and the working mode
optional with Idle mode and All mode.

Remark:
. Under idle mode, all cards in the IDLE state shall respond synchronously with ATQA
. Under All mode, all the card in the IDLE or HALT state shall respond synchronously with ATQA.

“Blocks “dialog box stands for the blocks number to be written in one time, and the “Addr” is the start address of this
writing , the “KEY” default is FF FF FF FF FF.

If the writing block/blocks is/are encrypted, please get and input the special key, see following:

If successfully, then Message box will return right information about the operation; if failed, then feedback with wrong

code, please refer to Wrong code list to know their definition.

[System Mode Select Helg
@ syem | B SO1443Typen | 8 Unratight | @ CPU | W 15018443 Types | 4 15015693

Tearch [ Hak E-wallet
Soarch Card Inisialize
= 2 & ldle & Keyh Sector |01 KEV: [FF FF FF FF FF FF
& idle ™ AR Search ="
C Al O KeyB Value 64000000 Initiakze
s
Halt — Increment
Halt & Idle ® Keyh Secior: |01 KEv: |FF FF FF FF FFFF
C Al O Key® Value 01000000 ncrease
Read/Write Decrement

& & ’ 01 FF FF FF FF FF FF
faad tdle Keyh Sector: KEY:

: ; — fa r | 01 00 00 00 Decrease
© ldle = Keyh  Blocks: 01 KEV:[FF FF FF 5 58 5 M KeyB Value: Decrense

= ; Weisane
CA T KeyE AddR (10 [ Aute L Read »sBeading  Start Addrees10 Blocks01
—— «alJID: 82 F4 F4 30
e T TR IR TR TR TR IR IR TR TS TR IR IR TR 11

Write iblocks mllp\ber__ B i
" Adle & Keyh —lelll[: {1 KEY:|FF FF FF FF FF FF
g =>Writing  Start Address:l0 Blocke:01
I o 1 ««82 F4F4 30 Winling Success!
C A O Keys | Addr (10 | Aue | Write | P
start address

2013-8-8 112717
Il-.'.]!llll.ll!llll.ll IBIBIRIRIDLT I
|

information return

= data to be written

[ ciear |

2.3.5 E-Wallet operation

Here in this demo, we just provide a simple operation interface, to demonstrate the using procedure of E-wallet, which
including initialize, increment, decrement, detail operating sectors and value command, please refer to use manual of the

card.

Page 10 of 18 Embedded RFID Modules
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Mode Select  Help
@ sysem | W 150LAITypes | 8 Unalight |8 cPU | @ 15014443-Typen | 4 15005693

- N
Search / Halt Eowallet
Search Card Initiafize
= ldle = Sector 01 KEY: |FF FF FF FF FF FF
“1e (o] o v [T
Al T KeyB Value 64 00 00 00 | Initigfze |

Halt =

[ Har @ idle & Keyh Secon [0 KEY: [FFFF PR EFFEFF
CAlC KeyB Value: [01000000 Inerease |

Read,Write Decrement

- Read & dle  * Koya Sector: |01 KEY; |FF FF FF FF FF FF
@ 1l F Keyh  Blocks: [01 | KEW[FF FF FF F R FF CAL T KeyB Vabw | [01000000 | Decrease |
Message
CM CKkeys  Adde[1 ave [ Resd || AL -
Wirke

@ Idie & Keyh  Blocks: [01 eV {FF P FFFE R IF
COAl T KeyB mn’FFlmn Wirite:

FF FF FF FF FF FF FF FF FF FF FF FF FF FF AA BB

Clear

2.4  Ultralight operation

2.4.1 Search Mifare Ultralight

This procedure is need before reading or writing any specific page, just Click the “Search”, then you will get the CardID

displaying in Message box, shown as below:

ol

System Mode Seiect ;
@ System | B 15014843 Typek | 8 Uliealight | B CPU | B 1S014443-Typet | 4 15015693

Seasch / Halt wiite
e Search | | Pagec: | Pageds|
CarciD:[04 D2 19 0A 16 37 80 Paget: | Pages:|

[ L —
o I -

Resd
Pages | Pager2:|
Paged:| Pages: |
Pages: Bage1 |
Pagel: Page®: I
nmi Uagell:l
roet[ I oo
PageT: [ Pagels|
oo I | —
pagesf0 <] [ wiite |
Pages| Pager: | = —
[ | seeding Modesde -
Pages: Pageld: [“r.um 1?0;\193?» Searching Successt ]
2013-7-30 19:40:29
Paget: | Pagels: |
Page: | Page1s: [ information return
Page: |00 "I Read

Embedded RFID Modules
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2.4.2 Read data from page

Please choose the page number in the drop-down list box, then click “Read”, then get the information of the paged

chosen.

oF Bl Y
System  Mode Select  Help

Ecarch / Halt

CardlD:|04 D2 15 DA 19 27 80

& idle T AN Search
Halt

~

@ Sysem | W 15016403 Typea | & Ulratiht | @ cPU | @ 15018143-Typen | 4 15015633

Write
Baged: | r.,o&[
Pagel: | D.-gen:[

S

Paged: Page1z
Pages: | a.s.n:|
Baged: | ﬁaqo:h‘l:[
page?:| Pagels|
el I Cwie

Message

»»Searching  Modeddie

««04 D21D0A 15 2T B0 Eearching Success!
2003-7-30 194157

- N
System  Mode Select  Help -
@ sysem | m 1501803 Type | @ USratight | @ cPU | M 15014043-Types | 4 15015693

Search / Halt Write
Y Search | || Pagets Paged:|
CardiD: |02 D2 15 0A 15 27 80 Pagel: [ Pages:[
BT aa—
Read
Pages: Pagel|
o] poge: 5 708
Pagr‘S:l a.s.n:|
h-gd:i Pages:
v.g.e| ﬁaqo:h‘l:[
e
page?:| Pagels|
roges: [N s —
Page: [00 - | Wite |
Paged: PagelZ:
Message
wq-a&| Pageld: | ««AB BE IF ading Success!
2013-7-30 19:42:10 |
Pageti| Page1s: | IS

PageT: Pagels: |
-~

>=5earching  Mode:ddle

x4 D2 1004 162780  Searching Success! L3
2003-7-30 19:81:57

Page 12 of 18
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2.4.3 Write data to page

To write information to the page, select the page number to be written under drop-down list box, input data need to be
written into (4 bytes), then click “Write”.

To check out if the writing success, you could see the information return in the Message box, also you could operate to

read the page just wrote, shown as below:
System  Mode Select  Help.
@ System | 15014043 Typet | 4 Ultralight | 8 €PU | M 15014243 TypeB | 4 15015693
Search / Halt Write
F 1dle © Al Seorch | | Pagel: | Pages:]
Cardi:[04 D2 1904 13 27 80 Paget: Pages|
R
Read
Paged:l p.g.u:|
Paged: | Pagel: [A8 BE1F 04
P.uﬁ:i Pngali:l
Pagel: Pages:
r.g.pe:| I'-g.eld:l
sroee [ I o0
Page?: (11111111 S|
o I >+ -
Page= (07 -I | Wnite :

Paged: Pageld:
Pages: Pagels:

Pageld: |

e .
Pager:[11 111111 Pagels: |
Pages[07 =

Mesrage
»»Reading Paged7

<<l1111111 Reading Success!
2013-7-30 194336

>>Wiiting  Page:07 Daacll 11 11 11
= aWriting Success!
2013-7-30 134311

Embedded RFID Modules
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3 CPU card operation

This interface is used for contactless CPU cards compliant with ISO 14443A standard, here we provide three function

button, including RATS (Request for Answer to Select), RST ANT (Reset Antenna) and Send APDU.

These three functions are fit for all common types of contactless CPU card.

System  Mode Select  Help
@ symem | W 1s0La3Typer | 8 Umatighe [ @ cRu | @ 15014043-Typen | 4 15015693
CPU Card Operates Message
»»RATS
Request <<10 78 50 90 02 20 90 00 00 00 00 00 95 58 57 44
RATS Sucerss)
2013.7-30 194531
Rt |
s
€08 Command
Sond Dita 1
00 84 00 00 08
APOU |
Gear |
System  Mode Select  Help
@ symem | W 1s0La3Typer | 8 Umatighe [ @ cRu | @ 15014043-Typen | 4 15015693
CPU Card Operates Message
*»APDU00 54 00 00 08
Request <<C4 DC B1 15 1€ 2D 09 31 90 00
2003-7-30 14558
=»RATE
— <10 78 80 90 02 20 90 00 00 00 00 00 96 68 57 44
_BaTs | RATS Success!
2013-7-30 1945331
|
€08 Command
Sond Dita 1
00 84 00 00 08
[Laen ]
Gear |

Page 14 of 18
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4 15014443 Type B

Detail operation, there is other demo to do it.
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5 15015693 Operation

5.1 Inventory

To search the card or cards in the reading field,

System Modoﬁlha Mp
@ sysem | m 1s01a3Typer | @ Umalighe | @ cou | @ 1sO14sa3-Typen | 0 15015603

I Sammacd Sm!nlnk&s‘ww Info
T A —

Fra Secure Inh
m:: [e2 Addajon  Blodkaos (s Flag: [0 Addr[00 Blocks[05
o ‘ ’ e )
e ’_ Tranemit Comemand
Flag: |02 addefos  Blocks[in
L o2 DataT,
e | Dana:[111111 11 | ||| amee Dana02 26 PataTransmé
Message
e = = [vento
i [z T [Lockdleck | [ <<UIDLEO 04 0100 76 24 €8 & ]
Wiite & Lock [ AFL | DSFID ) 1 card be detected
1
Tlag: [02 utne AE[OE [ wmn.tes |
Flan oz (LR [toccan |
bsAD
Flag:[o2_ uid 0sAD{0E  rite,DSAD|
3 ——
15693 (General Commands
| stay Quaet
Plog:[22  UIDy [osonet | I
RSTioResdy

5.2 Read block from block

Please refer to user manual of different chip cards, to get the Flag value, then input the right one, and chose the start

address and blocks number to be read.

FIIOwing is the example for the | CODE SLI chip cards,th Flag value is 02, as following:

System Mode Select  Help
@ symem | W 1s01a3Types | 8 Uncalighe | @ coU | @ ssO14saTypen | 15005602
15015693 Command Syvtem nfo B Secure Inko
e blocks number ikt
start address T augf | lmventory Fogifoz  uimx [Getsyainio]
Secure Info
Flag:[02 Addri [00  Blocks: |05
o fremiatd
hﬂ} m’_ Blocks: ’_a' Transmet Command
“'“ iritatlock | | ||| Lengin [0 pataf02 28 DataTrans
e | Data:[11 111111 d =
Message
11| »>ResdBlock  Flage0z StaAddrol Blacke0s
“‘WE” Blocks 03 [Locktieck | | | 0 00 00 00 00100 00 00100 00100 00,00 06 00 00 11 11 11
e AL LA IIT) i oo
Pag: [0z iy arclos | write ar |
Flag: [0z UiDS | Lodcan |
DSED : :
Aag: [02 UIDS DSAD{o8  Write DSFAD]
fiag: [p2 iy |LeckDEAID:
15693 General Commands -
[ stay Quiet |
Pag:[22 Ut | Select | 1
[RTroReady| v

Page 16 of 18
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1SO15693 Operation

5.3  Write data to block

Please refer to user manual of different chip cards, to get the Flag value, then input the right one, and chose the start

address and blocks number to be written.

Following is the example for the | CODE SLI chip cards, the Flag value is 02

@ symem | W 1s01a3Types | 8 Uncalighe | @ coU | @ ssO14saTypen | 15005602

Boians congand Syt fo B S o
el - tern [l
T so  |lmmwnion] Flag:[oz ulD:f [Getspainte |
E;.-., il Secure lnfo
! o Bock Ragifoz Addnfoo  Blocks[os
flag: [0z o Er—— 5 n
wio: | ‘ 4 | f 1
Write
: Tranemit Command
E o [
- writoBlock | ||| | Lengnh [02 paaf0z 28 DataTrans:
mm[ Data:{11 1111 11 L ] o °4 BataTransmy
Leck Message
r *>WiiteBlock  Flage:0? Stantdddr0S Blocks0l .
o R e [T Py
Wirite B Lock { AFI | DSFID } 2013-8-5 2154138
1
ﬂ-g-i? vio] m:lr wiise a1
mg—.lﬁ u|D=| [ lodcan ]
DSFD "
Aag: [02 UIDS DSAD{08  write 05D
fisg: o2 LD frodkosm0]
15693 General Commands
._sn.,_q.;ﬂ
fosf o] i) |
[RsTioReady !

5.4 Lock block

Here needed to input the right Flag of the using card and choose the blocks number to be locked.

Attention: if the block locked, rewriting for these blocks will be not available any more.

[Syutemn  Made Select Help -
@ System | W E014843.Typed | 8 Unvalight |8 cPU | W 15014843 TypeB | 4 15005603

15015633 Command System Info & Secure Info
Search Card Sl =
Atenion - — ) o [cea)
Read/Write | | i .
~fead |
Fag:joz §) n Rewriing will be mot availsble i the block locked | Addr: fou Blacks: 05 ——
L7108 | ool
n. 0z | | | 2]
o wE | e Iy — :
botas{ 02 20 DataTransend
Ui | 1
e [ ] lach 2 ddrdS Blocks0L
Flag: [02 Blodk 05 Lockilock ok s“mn‘.?;
Write & Lock { AF1| DSAID) 2013-89 215438
an
Flag: {02 LDy A!'L’ae_ Wrive AFL |

Fag:fog wiof | Leckan |
DsAD ,

Flag: [02 LD TN
Flag: [02 UID: [Lock pssn]|

15683 General Commands

| Stay.Quiet |
fag:[22 up: [ seteat | .
nsnannq,] 'Tn_‘
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1ISO15693 Operation

Test Software Manual

5.5  Write & Lock (AFI/DSFID)

Please refer to the 1SO15693 standard.

5.6 1ISO15693 General Commands

5.6.1 Stay_Quiet

To make the card to be slept

5.6.2 Select

To select the single card on the reading field

5.6.3 RST to Ready

To wake-up the single card be stay_quiet

5.7 System info & Secure info

This is to get the system & secure information of the card, here this testing demo is available with three buttons of

“GetSysInfo”, “GetSecurIinfo” and “Data Transmit”

Other incomplete functions or operation, please refer to APl document for reference and develop the own software

accordingly.
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