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1. Introduction

This testing demo is offered for the basic functions available to operate read/write and other functions of the HF
series Modules and Reader products designed by CHIKEK, and it supports of UART-TTL, RS232, RS485 and
USB(COM) port products.

This demo is programmed basing on C# language and run under WINDOWS system.

Any other specific function not showing in this demo, can be realized by customize if there need, please
contact our sales persons for details requesting.

2. Operation Features

2.1 Hardware connection

For Modules series product, please firstly refer to datasheet of the specified Module  using for their PIN
definition and connect them with correspond mid-ware tool when testing with PC.

For Reader product with USB COM port, just plug USB connector to the PC side.

Then please check the COM port if be recognized in PC successfully, the way to check
it is: Open Computer Manager--Device Manager--COM and LPT, as below :

(2 eeeEs - — - o B

D R——

SR BN BBV EE8H)
G| mHm ®
4 =R PC201612221728
> ¢4} DVD/CD-ROM ZE
> g IDE ATA/ATAPI 555
¥ Jungao
o B EEEE
> [ s
by AR
o5 =it !
TF &0 (COM # LPT)
L. ?’ Silicon Labs CP210x USB to UART Bridge (COM1)
> HERH
» B AdkEAEE
s EE. TSRS |
> EiEEtEsaE
> § EERTRERIR
> Y SRS
> M EHIGE
B STEES
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2.2 Software connection

Firstly double click the DEMO EXE file to open demo software, and enter into connection interface as

System | Auto-List Cards | 15014443A-3/4 | MIFARE Classic | Ultralight/C | DESFire | 1S014443B | 1S015693 | 1SO7816

Connectivity

Connection [ use Serial

ComPort comiL - Baudrate: (115200 - Address: |0 b DisConnect

System

Baudrate 9600 bps Set Baudrate

LED Lighting Time 3 ¥50ms Mo. of Times Lighting

BUZ Beeping Time 3 xB0ms Mo. of Times Beeping

NOTE: Each cycle time is fixed to 500ms!

Address 000000010 Read Flash

Address  0x00000008 Write Flash

NOTE: Address as 32bit, MSE first!

_ Get ANT
OM - MNOTE Defsult antenns status is opensd!

Set ANT

Frotocol screen
Connect success

Notes for Connectivity parameters:

Port number: Refer to Device Manager--COM&LPT, which on listing
Baudrate: Default as 115200bps, available from 9600bps ~ 115200bps;
Address: Not important

Make sure above parameters in right, then click Connect button to enter functions interface, and according
response will be shown on “Protocol Screen” box.
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2.3 System command

2.3.1 Set Baudrate

This function is to set according baudrate to be used in specific application. The available value is as listing
and just select the right one to be set, as following show.

And in the Box of Protocol Screen, there will be showing according setup command and right succeed

response.

File About Exit
System | Auto-List Cards | 1SO14443A-3/4 | MIFARE Classic | Ultralight/C | DESFire | 10144438 | 1015693 | ISO7816
Connectivity

Connection [ use Serial

ComPort COML = Baudrate: (115200 ~ Address: DisConnect

System

Set Baudrate

Baudrate 9600 bps
9600
LED 19200 3 ¥50ms Mo. of Times
38400
BUZ 57600 ¥50ms Mo. of Times Beeping
115200

MNOTE: Eadh cyuremmmersrxd]

Lighting

Address 0x00000010 Read Flash

Address  0x00000008 Write Flash

NOTE: Address as 32bit, MSE first!

Get ANT

ANT1 oM v NOTE: Defsuit antsnna status is opensd!

Set ANT

Protocol Screen
F 1

>= 50000101 04 54 ——smpe- cetup command sent
<< 5000010104 54 —success___*_ setup succeed response
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2.3.2 SetLED

This function is to set according LED’s working way to be used in specific application. The available value
including:
Lighting time: time length to be light, and the unit as 50ms
No. Of Times: time cycle, which means how many times to be light during whole length

And in the Box of Protocol Screen, there will be showing according setup command and right succeed
response.

System | Auto-List Cards | 1S014443A-3/4 | MIFARE Classic | Ultralight/C | DESFire | 1S014443B | 1S015693 | 1807816
Connectivity

Connection [ use Serial

ComPort COML Baudrate: [115200 ~ Address: DisConnect
System

Baudrate 115200 - bps Set Baudrate

Lighting

LED Lighting Time ¥50ms MNo. of Times

BUZ Beeping Time 3 ¥50ms MNo. of Times Beeping

NOTE: Esch cycle time is fixed to 500ms!

Address  0x00000010 Read Flash

Address UXUUUUUUUB Write Flash

NOTE: Address as 32bit, MSE first!

Get ANT

ON = | NOTE: Defsult antenna status is opened!

Set ANT

Dieot L croon

== 5000 02 03 03 04 56 "'*comand sent
<= 5000 00 03 53 —SUCCESS iy setup succeed response
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2.3.3 SetBUZ

This function is to set according buzzer’s working way to be used in specific application. The available value
including:
Beeping time: time length to be beeping, and the unit as 50ms
No. Of Times: time cycle, which means how many times to be beeping during whole length

And in the Box of Protocol Screen, there will be showing according setup command and right succeed

response.

File  About Exit
System | Auto-List Cards | ISO14443A-3/4 | MIFARE Classic | Ultralight/C | DESFire | 150144438 | 15015693 | 1SO7816

Connectivity

Connection [ use Serial

ComPort  |COM1 ~ Baudrate: (115200 ~|  Address: Piatopued
System

Baudrate 115200 - bps Set Baudrate

Lighting Time ¥50ms No. of Times Lighting

Beeping Time 3 ¥50ms No. of Times Beeping

to 500ms!

000000010 Read Flash

0%00000008 VWrite Flash

NOTE: Address as 32bit, MSE first!

Get ANT

AMNT ON ; | NOTE: Default antenns status is cpened!
Set ANT

I “ﬁlroloct;lﬂ’g‘creen
=» 5000020203 04 57
<= 5000 00 02 52 —success
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2.3.4 Set ANT

This function is to set which antenna to be ON or OFF when there are two antennas.
(Note: The antenna’s default status is opened, and please refer to detail commands to do setup based on the
Communication Protocol document for different product, or contact our technician for support)

And in the Box of Protocol Screen, there will be showing according setup command and right succeed
response.

System | Auto-List Cards | 1S014443A-3/4 | MIFARE Classic | Ultralight/C | DESFire | 1S014443B | 1S015693 | 1807816

Connectivity

Connection [ use Serial

ComPaort COML - Baudrate: |115200 - Address: DisConnect
System

Baudrate 115200 - bps Set Baudrate

LED Lighting Time 3 ¥50ms No. of Times Lighting

BUZ Beeping Time 3 150ms Mo. of Times Beeping

NOTE: Esch cycle time is fixed to 500ms!

Address 000000010 Read Flash

o P .[]x.UUIUUUlUIUB Write Flash

NoTE ddde=g g 2o MACE Seat

Get ANT

~  NOTE: Default antenna status is cpened!

Set ANT

Protocol ocleen
=> 50000008 5B
<< 500001 0B 03 59 —success
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2.4 Auto-List Card

This TAB is available to do Read all cards under 13.56MHz frequency automatically, and the function can
be configured Protocol standard and Reading speed as following shown, the cards information will be listing on
Card Listing box:

- fDemo - - [ T |
Sile About  Exit
System | Auto-List Cards | IS014443A-3/4 | MIFARE Classic | Ultralight/C | DESFire | I5014443B | 15015693 | 1SO7816
— Configure Auto-List

1SO14443 A
[¥] 15014443 B
15015693

[¥] All Types  (NOTE: This option is to support all cards stendards)

Reading speed 445ms

100ms 1000ms Stop Auto-List

Cards Listing

One card be detected:

1501444 3A standard

UID:0B64105B Card Type:0400 SAK:08
=R RSB O B et

: One card be detected:
15015693 standard
UID-ACDA7524000104E0

SRR

|
Clear ‘—

m |
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2.5 1SO14443A-3/4

The interface is to enable 1ISO14443A-3 standard cards to enter into 1ISO14443A-4 standard and as a
contactless CPU card.

2.5.1 Request card

The optional button including as below:
Active-IDLE:  to request the cards not dormant
Active-ALL: Request cards including dormant cards

| System | Auto-List Cards | ISO14443A-3/4 | MIFARE Classic | Ultralight/C | DESFire | 150144438 | I1S015693 | 1SO7816 |

~ Card Info

Tag Type 4400 Active-DLE

SAK 20 Active-ALL

UID number  (04461F7AGB62180

~1SO14443A4

Send RATS

00384000008 Send APDU

0AD00084000008 ' APDU Channel

Protocol Scroon

=> 50 0002 22 10 26 46
<< 5000 0B 22 44 00 20 07 04 46 1F TA 66 21 80 FA —success
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2.5.2 Send RATS

RATS= Request for Answer to Select

This function is to make the card quit from ISO14443A-3 enter into 14443A-4 standard, and the data returned
after Send RATS, it includes the information of the testing card’s.

And the response to RATS is the “Answer to Select” ATS, and the ATS consists of specified bytes for
communicate between PICC capabilities and PCD. Details specific byte’s meaning, please refer to datasheet
of using card.

System | Auto-List Cards | 1S014443A-3/4 | MIFARE Classic | Ultralight/C | DESFire | IS0O144438 | 15015693 | ISOTB1E-|

~ Card Info

Tag Type 4400 Active-IDLE

SAK 20 Active-ALL
UID number  04461FTA662180

~1SO14443A4

0CT75778002C1052F2F0035CT7 Send RATS

00384000008 Send APDU

0AD00084000008 APDU Channel

Protocol Screen

=> 500002 22 10 26 46

<< 5000 0B 22 44 00 20 07 04 46 1F TA 66 21 80 FA —success

=> 50 0000 2ATA

<< 5000 0C 2A0C 75 77 80 02 C1 05 2F 2F 00 35 C7 CC -—-success
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2.5.3 Send APDU

This function button is a channel opened for the APDU commands, which according to different compatible
commands for different cards, and please refer to them based on the cards’ datasheet.

| System | Auto-List Cards | ISO14443A-3/4 | MIFARE Classic | Ultralight/C | DESFire | 150144438 | 15015693 | 1SO7816 |

~ Card Info

Tag Type 4400 Active-DLE
SAK 20 Active-ALL

UID number  (04461F7AGB62180

~1SO14443A4

0CT75778002C1052F2F0035CT7 ' Send RATS
00384000008 Send APDU
0AD000084000008 ' APDU Channel

Protocol Screen

== A0 0002 22 10 26 46
<< 50 00 0B 22 44 00 20 07 04 46 1F TA 66 21 80 FA —success

=> 500000 2ATA

<< R0 000C 2A0C 75 77 80 02 C1 05 2F 2F 00 35 C7 CC —success
== 500005 2C 00 54 00 00 08 F&
<« 600001 2C 0B 76 -—success
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2.5.4 APDU Channel

This is transfer channel to send any available commands to the card directly through RF chipset.

Details commands please refer to ISO14443A-4 Standard .

System | Auto-List Cards | 1S014443A-3/4 | MIFARE Classic | Ultralight/C | DESFire | 1S014443B | 15015693 | ISOTB1E-|

~ Card Info

Tag Type 4400 Active-DLE
SAK 20 Active-ALL

UID number  04461F7AGB62180

~1SO14443A4

0CT577B002C1052F2F0035CT Send RATS
onednnnnne Send APDLU |

0A000084000008 APDU Channel

Protocol Screen

== 500002 2210 26 46

<< 500008 22 44 00 20 07 04 46 1F TA 66 21 80 FA —success

== R0 0000 2ATA

<< 50 000C 2A0C 7577 8002 C105 2F 2F 00 35 C7 CC —success
== 500005 2C 0084 000008 F&

<< A0 0001 2C 0B 76 -—-success

== 50 0007 2E 0A 00 00 84 00 00 08 FF

<= F0 00 01 2E EO0 3F —failure

2.6 MIFARE Classic

This Interface is opened all available data operations specially for the MIFARE Classic series cards,
including card type of MIFARE Classic 1K, MIFARE Classic 4K, etc,

The function is enable to get card details information, read and write block data, key authenticate, also the
E-wallet, etc.
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2.6.1 MIFARE Classic- Request card

The optional button including as below:
Active-IDLE:  to request the cards not dormant
Active-ALL: Request cards including dormant cards

When succeeded request card, the card’s details information including card type, SAK, UID number, memory
sizes, etc will be shown as below:

| System | Auto-List Cards | ISO14443A-3/4 | MIFARE Classic | Ultralight/C | DESFire | 10144438 | I1S015693 | 1SO7816 |

Card Info
Tag Type 0400 SAK 08
UID number ~ 0B641058
Memory Size 1k

Block Size 16 Bytes

= Active-IDLE
Mumber of Blocks 64 Blocks

Active-ALL

Mumber of Sectors 16 Sectors

APDU  0A000084000008 APDU Channel

MIFARE 1K&4K

Card UID 0B64105B

BlockAddr 2 KeyType KEYA = o,  FFFFFFFFFFFF Authenticate

Read Block
Write Block
Read All Blocks

NOTE: Except for the function "Read All Block”, all commands must Authenticate Firstly !

E-Wallet

Protocol Screen

=> 5000 02 22 10 26 46
<< 5000 08 22 04 00 08 04 0B 64 10 5B 56 —success
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2.6.2 MIFARE Classic-APDU Channel

This is transfer channel to send any available commands to the card directly through RF chipset.

Details commands please refer to ISO14443A-3 Standard .

System | Auto-List Cards | 1S014443A-3/4 | MIFARE Classic | Ultralight/C | DESFire

150144438

1S015693 | 1507816 |

- Card Info

Tag Type SAK
UID number

Memory Size
Block Size

Number of Blocks

Mumber of Sectors

APDU  0A000084000008

- MIFARE 1K84K

Card UID

Block Addr Key Type KEYA v Koy  FFFFFFFFFFFF

NOTE: Except for the function "Read All Block”, all commands must Authenticate Firstly !

Write Block
~Read All Blocks

E-Wallet

Protocol Screen
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2.6.3 MIFARE Classic- Key Authenticate

This is to use according KEY to authenticate for any specific Block address, Key Type and Key value.
Please select the according parameter need to be used.

| System | Auto-List Cards | ISO14443A-3/4 | MIFARE Classic | Ultralight/C | DESFire | 150144438 | I1S015693 | 1SO7816 |
Card Info
Tag Type 0400 saK 08
UID number 08641058

Memory Size 1k
Block Size 16 Bytes

= Active-IDLE
Mumber of Blocks 64 Blocks

MNumber of Sectors 16 Sectors Active-ALL
APDU  0A000084000008 APDU Channel

MIFARE 1K&4K

Card UID 0B64105B

BlockAddr 5 ¥ KeyType KEYA~ ey FFFFFFFFFFFF Authenticate

Read Block
Write Block

Read All Blocks

NOTE: Except for the function "Read All Block”, all commands must Authenticate Firstly !

E-Wallet

Protot;ol _S;reen ]
=» 50000222 10 26 46
A0.00 08 22 04 00 08 04 08 64 10 A8 A ——-sUCCRSS
== 50 00 0C 16 60 05 0B 64 10 5B FF FF FF FF FF FF 0B
<< 50000016 46 —success

Note:

1. The default Key value for a new MIFARE Classic 1K/4K card is FFFFFFFFFFFF when there is no change of
it

2. Before each authenticate, it must to do Active card firstly and make sure without any remove card from
antenna field.
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2.6.4 MIFARE Classic-Read Block

To get to read out the data stored in the according block address.

The parameters need to be selected including:

Block Addr:  which block address to be read

Key Type: optional as KEYA or KEYB

Key: password of selected block (default value is FFFFFFFFFFFF for new card)

After Read Block, the data will be shown on the left side box also on Protocol Screen message box as
below:

| System | Auto-List Cards | ISO14443A-3/4 | MIFARE Classic | Ultralight/C | DESFire | 150144438 | I1S015693 | 1SO7816 |
Card Info
Tag Type 0400 SAK 08
UID number 08641058

Memory Size 1k
Block Size 16 Bytes

= Active-IDLE
Mumber of Blocks 64 Blocks

MNumber of Sectors 16 Sectors Active-ALL
APDU  0A000084000008 APDU Channel

MIFARE 1K&4K

Card UID 0B64105B

BlockAddr 5 ¥ KeyType KEYA~ ey FFFFFFFFFFFF Authenticate

{00000000000000000000000000000000 |- d:t5 read out from selected block Read Block

Write Block

Read All Blocks

NOTE: Except for the function "Read All Block”, all commands must Authenticate Firstly !

E-Wallet

Protocol Screen

=» 50000222 10 26 46

<= 5000 08 22 04 00 08 04 0B 64 10 5B 56 —success

== 50 00 0C 16 60 05 0B 64 10 5B FF FF FF FF FF FF 0B
=< 50000016 46 —syccess

== 5000 0117 04 43

<< 5000 10 17[00.00°00°00 00°00-00 00 000000 00 00 00 00 0067 —success

Note:
1) Before Read Block, it must do Active card-->Authenticate firstly
2) Please input the right Key value for the card which changed before
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2.6.5 MIFARE Classic-Write Block

This function button is for writing data into according requested block, also for password changing
operation, detail operations please refer to datasheet of MIFARE Classic cards

The parameters need to be selected including:

Block Addr:  which block address to be written

Key Type: optional as KEYA or KEYB

Key: password of selected block (default value is FFFFFFFFFFFF for new card)
Data length: 17bytes

| System | Auto-list Cards | 1S0144434-3/4 | MIFARE Classic | Ultralight/C | DESFire | 180144438 | 15015693 | ISOTB‘18|
Card Info
Tag Type 0400 SAK 08
UID number  0B64105B

Memory Size 1k

Block Size 16 Bytes

Active-IDLE
Number of Blocks 64 Blocks

Mumber of Sectors 16 Sectors Active-ALL

APDU  0A000084000008 APDU Channel

MIFARE 1K&4K

Card UID 0B641058
BlockAdar  ® ¥ KeyType KEYA~  Key FFFFFFFFFFFF Authenticate
00000000000000000000000000000000 S

0000000000000000000000000011223344 Write Block

Read All Blocks

NOTE: Except for the function "Read All Block”, all commands must Authenticats Firstly !

E-Wallet

Protocol Screen

<< 500008 22 04 00 08 04 0B 64 10 5B 56 —success

== &0 00 0C 16 60 05 0B 64 10 5B FF FF FF FF FF FF 0B

<= 5000 00 16 46 —success

»>» 50000117 05 43
=< 50001017 00 00 DO 0O 00 00 00 00 0O 00 00 0O Of
| == 500012153 0500 00 00 00 00 00 00 00 00 00 00 0
| <= 50000018 48 —success

00 00 57':—lSI;.IC(=:ESS

e R e

112233 44

oo
000

Note:

1) Before Write Block, it must do Active card-->Authenticate firstly

2) Please input the right Key value for the card which changed before

3) Please input right data length to be written

4) For password writing operation, pls refer to using card’s datasheet for more details
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2.6.6 MIFARE Classic-Read All Blocks

This is to get read out all blocks data in one time.

Before enter into Read All Blocks interface, it must do Active card firstly, but no need to do Authenticate.
After entered Read All Blocks, please input right key value and Key Type to do Read, when succeed reading,
all data information will be listing as each sector with each 4 blocks as following:

_ Read All Blocks FESERS) — fa [ xe

Fﬁe About
W v | Pay attention if the key used e
YEEN D 08641058 and kev type :
Cardinto i ey FFFFFFFFFFFF
KEYA -
UID n Key Type
M Memory Info
. - _ [ ReadAll Blocks |
Blog Data Output is in Hexadecimal numbers
Sector:00

B

Number of §i| | 05 64 10 5B 24 08 04 00 62 63 64 65 66 67 68 69

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 )

0000 0000000000000000000000000000  Data information shown as

\| | 0000000000 00FF 07 80 63 FF FF FFFFFFFF ecach sector with each 4 hlo

in this box

=

Mumber of S

=

Y Sector:01
MIFARE TKE1 | 50 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 000000 0000000000001 2233
Card UID 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 FF 07 80 69 FF FF FF FF FF FF

Block Addr
= Sector:02

oooooooodf| | 0000 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 0O 0OQ 0O 0000 Q00000000000
00 00 00 00 00 DO OO 00 0O 0O 00 00 00 00 DO 0O
00 00 00 00 00 0O FF 07 80 69 FF FF FF FF FF FF

000000004

Sector:03

NOTE Excsy 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

- 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 FF 07 80 69 FF FF FF FF FF FF =

Protot;ol _Sc_[ I
<< 5000 00 Protocol Screen
=» 5000 01
<= 500010 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 0000 00 =
»» 5000121 00 00 00 00 00 00 00 00 FF 07 80 69 FF FF FF FF FF FF 00 00 00 00 00 00 00 00 00 00

<< 5000008 (000000000000 000000000000 00000000000000Q00000000000000000000

== 5000 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 FF 07 80 69 FF FF FF FF FF FF 00 00 00

<< 5000104\ 00 0O 00 0O 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0D 00 00 00 DO 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 DO 00 00 FF O 80 69 FF FF

FF FF FF FF 76 —success E

Note: When there are some sectors or blocks’ key differed from others default key, their data will be failed to be
read.
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2.6.7

MIFARE Classic-E-wallet

This interface is available to do value operations directly for E-wallet function, please do according right

setup for the values as below.

| System | Auto-List Cards | 1SO14443A-3/4

MIFARE Classic

0]
b

Ultralight/C

DESFire

150144438

18015693 | 1507816

SREEE X

Number of Bloc
Mumber of Secta

APD

~ MIFARE 1K8&4K

Card UID !
Block Addr
000000000000)

000000000000

NOTE: Except fo

_Protoc;c-l__S_(;regn
<< 600000 16 4
== 50000117
<= 50001017
»» 50001218
<= &0 0000 15 48

Card Info
Tag Type 0400 SR
UID numb E“] E-Wallet
Memory S
Block

Initialize Value

Increase Value

Decrease Value

BackUp To

Balance

64000000,

01000000

01000000

Initialize

Increase

Decrease

BackUp

Read Value

Active-IDLE

| ActiveALL

- APDU Channel

| Authenticate

| Read Block

Write Block

Protocol Screen

o .

=> 50000117 0543
<< 50001017 00 00 00 00 00 00 00 00 00 0O 00 00 00 11 22 33 57 —success

E-Wallet

| Read All Blocks

]
o
o
T m
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2.7 Ultralight/C

2.7.1 Ultralight/C-Active/Request Card

The optional button including as below:
Active-IDLE:  to request the cards not dormant
Active-ALL: Request cards including dormant cards

When succeeded request card, the card’s details information including card type, SAK, UID number,
memory sizes, etc will be shown as below:

| System | Auto-List Cards | 1S014443A3/4 | MIFARE Classic | Ultralight/C | DESFire | 1S014443B | 15015693 | 1SO7816 |

Card Info

Tag Type 4400 SAK 00
UID number  043E40BADA2580

Memory Size
; Active-DLE
Page Size

MNumber of Pages Active-ALL

APDU 0A000084000008 APDU Channel

_ Ultralight/C

KEY 49454D4B541455242214E4143554F5946 Authenticate

Mew KEY 00112233445566778899AABBCCDDEERF Change Key
PAGEADDR 5§ Read Page

Write Page
NOTE: For Ultralight C end compatibie cards, you have to Authenticate firstly !

Protocol Screen

»=> 5000 02 22 10 26 46
=< 5000 0B 22 44 00 00 07 04 3E 40 BA DA 25 80 85 —success
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2.7.2  Ultralight/C--APDU Channel

This is transfer channel to send any available commands to the card directly through RF chipset.

Details commands please refer to ISO14443A-4 Standard .

Demo

_Card Info

=L

| System | Auto-List Cards | ISO14443A-3/4 | MIFARE Classic | Ultralight/C

1S014443B | 15015693 | 1807816 |

Tag Type SAK
UID number

Memory Size
Page Size

MNumber of Pages

APDU 0AD00084000008

APDU Channel

_ Ultralight/C

KEY 49454D4641455242214E4143554F 5946

New KEY  00112233445566778833AABBCCODEEFF

PAGEADDR & -

Protocol Screen

NOTE: For Uliralight C and compatible cards, you have fo Authenticate firstly !

_ Authenticate

Change Key

A

Write Page

Clear
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2.7.3 Ultralight C Authenticate

This is only opened for Ultralight C and its compatible cards which with password protected.
The common MIFARE Ultralight card/tag is without password protected and no need to do it.

Please input right KEY value to do authenticate for the card

| System | Auto-List Cards | 1S014443A3/4 | MIFARE Classic | Ultralight/C | DESFire | 1S014443B | 15015693 | 1SO7816 |

_Card Info

Tag Type 4400 SAK 00
UID number  043E40BADAZ2580
Memory Size

Active-IDLE
Page Size
MNumber of Pages Active-ALL

APDU 0A000084000008 APDU Channel

_ Ultralight/C

KEY 49454D4B541455242214E4143554F5946 Authenticate

NewKEy  00112233445566778899AABBCCDDEEFF Change Key

PAGEADDR 5 Read Page
Write Page

NOTE: For Uliralight C and compatibie cards, you have fo Authenticale firstly !

Protocol Screen

»> 5000 02 22 10 26 46
=< 5000 0B 22 44 00 00 07 04 3E 40 BA DA 25 80 85 —success
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2.7.4 Ultralight C Change Key

This is only opened for Ultralight C and its compatible cards which with password protected.

And please do Authenticate with old KEY before Change Key.

The data length for the KEY value is 16bytes.

| System | Auto-List Cards | 1S014443A3/4 | MIFARE Classic | Ultralight/C | DESFire | 1S014443B | 15015693 | 1SO7816 |
- Card Info

Tag Type 4400 SAK 00
UID number  043E40BADAZ2580
Memory Size
: Active-IDLE
Page Size
MNumber of Pages Active-ALL

APDU 0A000084000008 APDU Channel

_ Ultralight/C

wry  49454D4B41455242214E4143554F 5946 Authenticate

NewKEy  00112233445566778899AABBCCDDEEFF Change Key

PAGEADDR 5 Read Page

Write Page

NOTE: For Uliralight C and compatibie cards, you have to Authenticate firstly !

Protocol Screen

»> 5000 02 22 10 26 46
=< 5000 0B 22 44 00 00 07 04 3E 40 BA DA 25 80 85 —success
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2.7.5 Ultralight /C Read Page

To get to read out the data stored in the according page address.

And For MIFARE Ultralight C and its compatible cards, And NTAG 2xx series card

before Read Page, Authenticate is needed firstly and make sure no remove of card after Active card.
If there any remove, please again as Active-IDLE/Active-ALL --> Authenticate then Read Page with
optional Page Address, as below:

For common MIFARE Ultralight card, Authenticate is no need.

System | Auto-List Cards | 1S0144434-3/4 | MIFARE Classic | Ultralight/C | DESFire | 150144436 | 15015693 | ISO?8‘18|
_Card Info

Tag Type 4400 sak 00
UID number  043E40BADAZ2580
Memory Size
: Active-IDLE
Page Size
MNumber of Pages Active-ALL

APDU 0A000084000008 APDU Channel

_ Ultralight/C

KEY 49454D4B41455242214E4143554F5946 Authenticate

NewKEy  00112233445566778899AABBCCDDEEFF Change Key

PAGE ADDR Read Page

|

MMOO@DME>Wwoo—~o

Write Page

NOTE: For Uit atitie cards, you have fo Authenticate firstly !

Protocol Screen

=> 50000222 10 26 4

<= 5000 0B 22 44 00 BA DA 25 80 85 —success
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2.7.6  Ultralight /C Write Page

To Write the requested data into the according page address.

And For MIFARE Ultralight C and its compatible cards, And NTAG 2xx series card
Before Write Page, Authenticate is needed firstly and make sure no remove of card after Active card.

If there any remove, please again as Active-IDLE/Active-ALL --> Authenticate then Write Page to optional
Page Address, as below:

For common MIFARE Ultralight card, Authenticate is no need.

System | Auto-List Cards | 1S0144434-3/4 | MIFARE Classic | Ultralight/C | DESFire | 150144436 | 15015693 | ISO?8‘18|
_Card Info

Tag Type 4400 sak 00
UID number  043E40BADAZ2580
Memory Size
: Active-IDLE
Page Size
MNumber of Pages Active-ALL

APDU 0A000084000008 APDU Channel

_ Ultralight/C

KEY 49454D4B41455242214E4143554F5946 Authenticate

NewKEy  00112233445566778899AABBCCDDEEFF Change Key

PAGEADDR Read Page

Write Page

NOTE: For Ulin § gtible cards, you have fo Authenticate firstly !
9

A
Protocol Screen B

>» 5000022210264C
<< 5000 0B 22 44 00 (D BA DA 25 80 85 —success

Note: Some specific page cannot be written please refer to datasheet of using card/tag.
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2.8 DESFire Interface

2.8.1 Active DESFire card

The optional button including as below:
Active-IDLE:  to request the cards not dormant
Active-ALL: Request cards including dormant cards

When succeeded request card, the card’s detail information including card type, SAK, UID number will be
shown as below:

ﬁ :

| System | Auto-List Cards | 1SO14443A-3/4 | MIFARE Classic | Ultralight/C | DESFire | 1S0144438 | 1SO15693 | 1S07816 |

- Card/Sys Command
Tag Type 4403 SAK 20 Active-IDLE

UID number  DABCEEFA3CABS0 Active-ALL

ATS RATS

Version Get Version

_ KEY Commands

Key Version [ Get Key Version
Key Mumber ( KEY 00000000000000000000000000000000 [ Authenticate

Key Setting ' [ Get Key Setting

MNew Key Setting [Change Key Setting

Key Mumber Key Setting 00

Original Key 00000000000000000000000000000000 Change Key

New Key 00112233445566778899AABBCCDDEERF

— Card Level

| PICClevel |

NOTE: Please click right side bulten for further detail operation!

I Application Level l

Protocol Screen

> 5000 02 22 10 26 46
<< 5000 0B 22 44 03 20 07 04 6C 86 FA 3C 4B 80 FA —success
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2.8.2 DESFire Card-RATS

RATS= Request for Answer to Select

And the response to RATS is the “Answer to Select” ATS, and the ATS consists of specified bytes for
communicate between PICC capabilities and PCD. Details specific byte’s meaning, please refer to
datasheet of using card.

0
| System | Auto-List Cards | 1SO14443A-3/4 | MIFARE Classic | Ultralight/C | DESFire | 1S0144438 | 1SO15693 | 1S07816 |

- Card/Sys Command
Tag Type 4403 SAK 20 Active-IDLE

UID number  DABCEEFA3CABS0 Active-ALL

ATS  0G7577810280 RATS

Version Get Version

_ KEY Commands

Key Version [ Get Key Version
Key Mumber ( KEY 00000000000000000000000000000000 [ Authenticate

Key Setting ' [ Get Key Setting

MNew Key Setting [Change Key Setting

Key Mumber Key Setting 00

Original Key 00000000000000000000000000000000 Change Key

New Key 00112233445566778899AABBCCDDEERF

— Card Level

| PICClevel |

NOTE: Please click right side bulten for further detail operation!

I Application Level l

Protocol Screen

== 5000 02 22 10 26 46
<< 5000 0B 22 44 03 20 07 04 6C 86 FA 3C 4B 80 FA —success
== 5000 00 2A 7A

<< 500006 2406 75 77 81 02 80 7B --success

Note: Before RATS, Active-IDLE/Active-ALL is needed firstly.
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2.8.3 DESFire Card-Get Version

To get the returned manufacturing related data of the DESFire cards

| System | Auto-List Cards | 1SO14443A-3/4 | MIFARE Classic | Ultralight/C | DESFire | 1S0144438 | 1SO15693 | 1S07816 |

- Card/Sys Command
Tag Type 4403 SAK 20 Active-IDLE

UID number  DABCEEFA3CABS0 Active-ALL

ATS 067577810280 RATS

Version  0401010100180504010101041805046C86FA3CABB0BAT418B3A00816 Get Version

_ KEY Commands

Key Version [ Get Key Version

Key Number KEY 00000000000000000000000000000000 | Authenticate

Key Setting ' [ Get Key Setting

MNew Key Setting [Change Key Setting

Key Mumber Key Setting 00

Original Key 00000000000000000000000000000000 Change Key

New Key 00112233445566778899AABBCCDDEERF

— Card Level

| PICClevel |

NOTE: Please click right side bulten for further detail operation!

I Application Level l

Protocol Screen

<< 5000 0B 22 44 03 20 07 04 6C 86 FA 3C 4B 80 FA -—success

== 500000 2ATA

<< 500006 2A06 75 77 81 02 80 VB --success

== 5000 00 85 DB

<< 50001C 8B 04 0101010018 0504 0101 01 04 18 05 04 6C 56 FA 3C 4B 80 BA 74 18 B3 A0 08 16 FB —success

Clear

Note:
Active-IDLE/Active-ALL-->>RATS is needed before Get Version.
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2.8.4 DESFire Card-Get Key Version

The Get Key Version command allows to read out the current key version of any key stored on the card.

Operation procedure: Active-IDLE/Active-ALL -->> RATS -->> Get Key Version

| System | Auto-List Cards | 1SO14443A-3/4 | MIFARE Classic | Ultralight/C | DESFire | 1S0144438 | 1SO15693 | 1S07816 |

- Card/Sys Command

Tag Type 4403 SAK 20 Active-IDLE

UID number  DABCEEFA3CABS0 Active-ALL

ATS  0B7A77810280 RATS

Version  0401010100180504010101041805046C86FA3CABB0BAT418B3A00816 Get Version

_ KEY Commands

Key Version 00 [ Get Key Version ]
Key Number 00 KEY  00000000000000000000000000000000 | Authenticate

Key Setting ' [ Get Key Setting

MNew Key Setting [Change Key Setting

Key Mumber Key Setting 00

Original Key 00000000000000000000000000000000 Change Key

New Key 00112233445566778899AABBCCDDEERF

— Card Level

| PICC Level

NOTE: Please click right side bulten for further detail operation!

I Application Level

Protocol Screen

<= 5000 06 2406 75 77 81 02 80 7B -—success

=» 5000 00 8B DB

<< 50001CEBB0401010100180504 0101010418 0504 6C 86 FA3C 4B 80 BA T4 18 B3 A0 08 16 FB —success
=z ol U U7 ab U0 D4

<< 5000 0185 00 D4 —success
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2.8.5 DESFire Card- Key Authenticate

This procedure is not only confirm that both card/tag and reader device can trust each other, but also
generates a session key which can be used to keep the further communication path secure.

Note Master Keys are identified by their key number 0x00, this is valid on PICC level (selected AID=0x00)
and on Application Level.

Operation procedure: Active-IDLE/Active-ALL -->> RATS -- >> Authenticate

5 -

| System | Auto-List Cards | 1SO14443A-3/4 | MIFARE Classic | Ultralight/C | DESFire | 1S0144438 | 1SO15693 | 1S07816 |

- Card/Sys Command

Tag Type 4403 SAK 20 Active-IDLE

UID number  DABCEEFA3CABS0 Active-ALL

ATS  0B7A77810280 RATS

Version  0401010100180504010101041805046C86FA3CABB0BAT418B3A00816 Get Version

_ KEY Commands

Key Version ) [ Get Key Version
Key Number ( KEY 00000000000000000000000000000000 [ Authenticate

Key Setting [ Get Key Setting

MNew Key Setting [Change Key Setting

Key Mumber Key Setting 00

Original Key 00000000000000000000000000000000 Change Key

New Key 00112233445566778899AABBCCDDEERF

— Card Level

| PICC Level

NOTE: Please click right side bulten for further detail operation!

I Application Level

Protocol Screen

=< 50001C 8B 040101010018 0504 0101010418 0504 6C 86 FA3C 4B 80 BA 74 18 B3 A0 08 16 FB —success
=> 5000018500 D4

L i O e - T O [Tt ar-"
=> 500011810000 000000 0000000000000000O00O000Q0C0OCD
<< 500000 81D1 -—-success

32/71



User Manual for HF Reader DEMO V4.0

2.8.6 DESFire Card- Get Key Setting

This function command allows to get configuration information on the card/tag and application master key
configuration setting.

It returns the maximum number of keys which can be stored within the selected application.
Before Get Key Setting, a proceeding authentication with the master key is required.

Operation procedure: Active-IDLE/Active-ALL -->> RATS -- >> Authenticate -->> Get Key Setting
| Dem )
| System | Auto-List Cards | 1SO14443A-3/4 | MIFARE Classic | Ultralight/C | DESFire | 1S0144438 | 1SO15693 | 1S07816 |

- Card/Sys Command

Tag Type 4403 SAK 20 Active-IDLE

UID number  DABCEEFA3CABS0 Active-ALL

ATS  0B7A77810280 RATS

Version  0401010100180504010101041805046C86FA3CABB0BAT418B3A00816 Get Version

_ KEY Commands

Key Version ) [ Get Key Version
Key Number ( KEY 00000000000000000000000000000000 [ Authenticate

Key Setting ' [ Get Key Setting
MNew Key Setting

[ Change Key Setting

Key Number Key Setting 00

Original Key 00000000000000000000000000000000 Change Key

New Key 00112233445566778899AABBCCDDEERF

— Card Level

| PICClevel |

NOTE: Please click right side bulten for further detail operation!

I Application Level l

Protocol Screen

<< 5000 01 85 00 D4 —success

== 5000 1181 00 00 00 00 0O 0D 0O 0O OO OO 0O 00 0O 0D OO0 0O 00 CO
0000081 N ——surre

== 5000 00 &2 D2
<< 5000 02 82 OF 01 DE —success
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2.8.7 DESFire Card- Change Key Setting

This command changes the master key configuration setting depending on the currently selected AID.

This command takes one byte as parameter which codes the new master key settings., details
configuration changeable bits, please refer to detail datasheet of using card.

Authenticate is needed before Change Key Setting.

Operation procedure: Active-IDLE/Active-ALL -->> RATS -- >> Authenticate -->> Change Key
Setting

| System | Auto-List Cards | 1SO14443A-3/4 | MIFARE Classic | Ultralight/C | DESFire | 1S0144438 | 1SO15693 | 1S07816 |

- Card/Sys Command

Tag Type 4403 SAK 20 Active-IDLE

UID number  DABCEEFA3CABS0 Active-ALL

ATS  0B7A77810280 RATS

Version  0401010100180504010101041805046C86FA3CABB0BAT418B3A00816 Get Version

_ KEY Commands

Key Version [ Get Key Version

Key Number ( KEY  00000000000000000000000000000000 [ Authenticate

Key Setting [ Get Key Setting

MNew Key Setting [ Change Key Setting

Key Number Key Setting 00

Original Key 00000000000000000000000000000000 Change Key

New Key 00112233445566778899AABBCCDDEERF

— Card Level

| PICClevel |

NOTE: Please click right side bulten for further detail operation!

I Application Level l

Protocol Screen

=< 5000 01 85 00 D4 —success

»=» 5000118100 00000000 000000O00O0000O00O00O00O00OQ0CO00CD
<= 5000 00 81 D1 —success

=» 500000 82 D2

<< 5000 02 82 OF 01 DE —success
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2.8.8 DESFire Card- Change Key

This command allows to change any key stored on the card/tag.

Parameter value to be changed:

Key Number:  One byte length and has to be range from 0x00 to number of application key to 1

Key Setting:  Whether a change of key is permit or not and show which key is need for Authenticate
before the Change key command

Original Key:  Old key

New Key: the key to be changed

To the Change Key Key or Master Key, Authenticate Master Key is necessary. Other details for specific

operations, please refer to datasheet of using card.

Operation procedure: Active-IDLE/Active-ALL -->> RATS -- >> Authenticate -->> Change Key
File About Exit
| System | Auto-List Cards | 1SO14443A-3/4 | MIFARE Classic | Ultralight/C | DESFire | 1S0144438 | 1SO15693 | 1S07816 |

- Card/Sys Command
Tag Type 4403 SAK 20 Active-IDLE

UID number  DABCEEFA3CABS0 Active-ALL

ATS  0B7A77810280 RATS

Version  0401010100180504010101041805046C86FA3CABB0BAT418B3A00816 Get Version

_ KEY Commands

Key Version ) [ Get Key Version
Key Mumber ( KEY 00000000000000000000000000000000 [ Authenticate

Key Setting [ Get Key Setting

MNew Key Setting [Change Key Setting

Key Number 00 Key Setting 00

Original Key 00000000000000000000000000000000 Change Key

New Key 00112233445566778899AABBCCDDEERF

Card Level

| PICClevel |

NOTE: Please click right side bulten for further detail operation!

I Application Level l

Protocol Screen

=< 5000 01 85 00 D4 —success

»=» 5000118100 00000000 000000O00O0000O00O00O00O00OQ0CO00CD
<= 5000 00 81 D1 —success

=» 500000 82 D2

<< 5000 02 82 OF 01 DE —success
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2.8.9 DESFire Card- PICC Level

This interface is for PICC application operations.

When enter into PICC Level interface,Authenticate Master Key is necessary

Operation procedure: Active-IDLE/Active-ALL -->> RATS -- >> Authenticate -->> PICC Level

| System | Auto-List Cards | 1SO14443A-3/4 | MIFARE Classic | Ultralight/C | DESFire | 1S0144438 | 1SO15693 | 1S07816 |

- Card/Sys Command

Tag Type 4403 SAK 20 Active-IDLE

UID number  DABCEEFA3CABS0 Active-ALL

ATS  0B7A77810280 RATS

Version  0401010100180504010101041805046C86FA3CABB0BAT418B3A00816 Get Version

_ KEY Commands

Key Version 00 [ Get Key Version
Key Mumber ( KEY 00000000000000000000000000000000 D_ Authenticate

Key Setting [ Get Key Setting

MNew Key Setting [Change Key Setting

Key Number 00 Key Setting 00

Original Key 00000000000000000000000000000000 Change Key

New Key 00112233445566778899AABBCCDDEERF

— Card Level

| PIcClevel |

NOTE: Please click right side bulten for further detail operation!

I Application Level l

Protocol Screen

=< 5000 00 81 D1 -—-success

= 50000082 D2

<= 5000 02 82 OF 01 DE —success

=> 500011810000 000000 0000000000000000O00O000Q0C0OCD
<< 500000 81D1 —success
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2.8.9.1 PICC Level-Create Application

This command allows to create new application on the PICC

Parameters to be operated:
Application ID(AID): 24 bit number=0x00 00 00 and reserved as reference to the PICC itself
Key Setting:  Application Master Key Setting as defined in Chapter 2.8.6

Key Number: Number of Keys defines how many keys can be stored within the application for
cryptographic purposes

For example below:

| System,

PICC Level

- Cardf

Application 1D

Application 1D

MNOTE: The two functions above do not need a Key Authentication!

Application ID 0100 00 Key Setting 09 Key Mumber 01 Create APP
Application ID
Format PICC

Protocol Screen

‘»> 5000 05 86 01 00 00 09 01 DA
<< 5000 00 86 D6 —success

Note:  Proceeding PICC Master key authentication may be required
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2.8.9.2 PICC Level-Get Application

To Get the Application ID or IDs stored in the card.

|

System

. PICC Levei
~ Card/ .

Application 1D

Application 1D 0100 00

MNOTE: The two functions above do not need a Key Authentication!

Application 1D 010000 Key Setting 09 Key Mumber 01 Create APY

Application ID 0100 00 Delete APP
Format PICC

Brotacal Screen
== 50000088 D&
<= 500007 88 02 0100 00000001DD —success
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2.8.9.3 PICC Level-Select Application

To select the Application ID going for next further Application Level operations

System

. PICC Levei
~ Card/ .

Application 1D

Application 1D ARLERNY

MOTE: The two ﬁ.AUU bl uthentication!

Application ID 010000 Key Setting 09 Key Number 01 Create APP

| - | Delete APP_|
|| Application 1D 010000 i

|

Format PICC

Protocol Screen

== 5000 00 88 D&
<< 500007 88 020100000000 01DD —success
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2.8.9.4 PICC Level-Delete Application

This command is to delete the application ID or IDs, the all application IDs will be listing on left side box.
o B S s

System

. PICC Levei
~ Card/ .

Application 1D

Application 1D 0100 00

MNOTE: The two functions above do not need a Key Authentication!

Application 1D 0100 00 Key Setting 09 Key Mumber 01 Create APP

| TDeeieAPP
| ! Application ID 01 00 00 Delete APP

Il

Format PICC

== 5000 00 88 D&
<< 500007 88 020100000000 01DD —success
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2.8.9.5 PICC Level-Format PICC

This command releases the PICC user memory and no parameter are passed with this command

B

PICC Level

Application ID All ApplDs:
010000

Application 1D 0100 00

MNOTE: The two functions above do not need a Key Authentication!

Application ID 010000 Key Setting 09 Key Number 01 Create APP

Application ID 0100 00 Delete APP

Format PICC

Protocol Screen

== 5000 05 86 01 00 00 09 01 DA

<< 5000 00 86 D6 —success

== 500000 88 D&

<< 5000 04 88 01 01 00 00 DC —success
== 5000 00 BA DA

<= 5000 00 BA DA —success
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2.8.10 DESFire Card- Application Level

When enter into Application Level, it must do Select APP --> Authenticate Master Key firstly .

E .
—r e

gEEMmo. - S W - —
System | Auto-List Cards | 1SO14443A-3/4 | MIFARE Classic | Ultralight/C | DESFire | 1ISO14443B | 1S015693 | 1SO7816
y g
Wl r Card/Sys Command
Tag Type 4403 SAK 20 | ActivelDLE |
UID number  042F171AEB2F80 [ ActiveAll |
ATS 067577810280 [ RATS ]
Version  04010101001A0504010101041A05042F 171AEB2FS0BA351765604712 | GetVersion |
_ KEY Commands
Key Version [ Get Key Version ]
Key Number 00 KEY  00000000000000000000000000000000 | Authenticate |
Key Setting ' [ Get Key Setting ]
New Key Setting [Change Key Setting ]
Key Mumber Key Setting 00
[ |
Cogmal ey 00000000000000000000000000000000 | ChangeKey |
New Key 00112233445566778899AABBCCDDEEFF
— Card Level
| PicClevel |
MNOTE: Please click right side button for further detail operafion! [ Application Level ]
Protocol Screen
<< 5000 00 81 D1 —success =
== 5000 11 81 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 CO
<< 5000 00 81 D1 —success
== 5000 11 81 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 CO =
<< 5000 00 81 D1 —success |E|
Clear =
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2.8.10.1 Application Level-Get File IDs

This command returns the File IDs of all active files within the currently selected application

(£ Appiicat A [ESMIER)
5 ApplicationLevel ——— - B
File IDs o Files -
- | GetFileD |
File ID = [ Delete File ]
— File Setting
File ID b
File Type Communicate way Access right File size [ Get File Setting ]
File ID ~  Communicate way 00 Access right EEEE [Change File Setting ]
~ Standard DataFile & Backup File I
FileID 00 Communicate way 00 Access right EEEE  Filesize 0000 00 [ Create StdFile l
MNOTE: StdFile means to Standard Data File l Create BackupFile l
File ID - Address 00 00 Length 04 00
Data i l Read Data l
Data [7] BackupFile l Write Data I
- Value File & Record File
| ValueFile |
NOTE: Please click right side button for further detail operation! [ Bk ]
Protocol Screen
=> &0 00 00 8C DC -
<< 50 00 01 8C 00 DD —success
|
|
Clear al
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2.8.10.2 Application Level-Get File Setting

To Get information on the properties of a specific file, and the File ID need to be selected when proceeding

- soricetiontevel S, RS S e

File IDs g5

Get FilelD

FilelD 05 Delete File

-

— File Setting

Flep 05 =

10 00 00 [ GetFile Setting |

File Type 00 | Communicate way 00 Access right File size

FilelD 05 - Communicateway 00 Access right - [Change File Setting ]

~ Standard DataFile & Backup File
FilelD 05  Communicateway 00 Access right File size 100000 [ Create StdFile l

NOTE: StdFile means to Standard Data File l Create BackupFile l

Flelp 05 = Address 00 00 Length

Data © | ReadData

Data [7] BackupFile l Write Data

- Value File & Record File

Walue File

NOTE: Please click right side button for further detail operation! Record Eile

Protocol Screen

<< 50 00 01 8C 00 DD —success

»>» G50 00 06 8F 05 00 EE EE 10 00 CC

<< 50 00 00 8F DF —success

>» 60 00 00 8C DC

<< 50 00 02 8C 01 05 DA —success

»>» 60 00 01 8D 05 D9

<< G0 00 OF 8D 07 00 00 EE EE 10 00 CD —success
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2.8.10.3 Application Level-Change File Settings

This is to change the access parameters of an existing file.

Parameters to be changed:

File ID: file number within currently selected application, One byte
Communication way: new communication settings, One byte
Access right:  new access rights, Two byte

More details information, please refer to datasheet of using card accordingly

File IDs g5 B

Get FilelD

SleiD: [05 + Delete File

— File Setting
Flep 05 =

File Type 00 Communicate way Access right File size [ Get File Setting ]

FilelD 05 ~ Communicate way Access right EChange File Setting ]

~ Standard DataFile & Backup File
FileID 05 Communicate way 00 Access right File size 100000 [ Create StdFile l

NOTE: StdFile means to Standard Data File l Create BackupFile l

Fiep 05 =~ Address 00 00 Length

Data * [ Read Data

Data [7] BackupFile l Write Data

- Value File & Record File

Walue File

NOTE: Please click right side button for further detail operation! Bk

Drotocol Corcon

»>» 60 00 04 8E 05 00 EE EE DF
<< 50 00 00 8E DE —success
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2.8.10.4 Application Level-Create Std Data File/ Create Backup Data file

This is used to create files for the storage of plain unformatted user data within an existing application on
the PICC, and Create Backup Data File supporting the feature of an integrated backup mechanism.

Parameters to be created:

File ID: File number of the new file and range from 0x00 to 0xOF, ONE byte
Communicate way:  Communication setting, ONE byte

Access right:  Access right for the new file, TWO byte

File size: the file of the file in byte, THREE byte

More details information, please refer to datasheet of using card accordingly

- ApplicationLevel

' File IDs NU Files -
- | GetFileD | |
File ID < | DelectFile |
— File Setting
File ID £
File Type Communicate way Access right File size [ Get File Setting ]
File ID ~  Communicate way 00 Access right EEEE [Change File Setting ]

~ Standard DataFile & Backup File

FileID 05 Communicate way 00 Access right EEEE | Filesize 1000 00 [ Create StdFile l
NOTE: StdFile means to Standard Data File 3 i
. LSB first l Create BackupFile l
File ID - Address 00 00 Length 04 00
Data i l Read Data l
Data [7] BackupFile l Write Data I
- Value File & Record File
| ValueFile |
NOTE: Please click right side button for further detail operation! [ Bk ]
Protocol Screen
=> &0 00 00 8C DC -
<< 50 00 01 8C 00 DD —success
»» 50 00 06 8F 05 00 EE EE 10 00 CC
<< 50 00 00 8F DF —success
Clear
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2.8.10.5

Application Level-Delete File

This command is to permanently deactivate a file within the file directory of currently selected application

This operation invalidates the file directory entry of the specified file which means that the file can’t be

accessed anymore.

- roplctoniee! S, RS S Gt

File IDs Mo Files

Get FilelD

File ID

Delete File

r— File Setting
File ID

File Type | Communicate way

File ID +  Communicate way 00

Access right

Access right

picae [l [ GetFile Setting |

[Change File Setting ]

~ Standard DataFile & Backup File

File ID ao Communicate way 00
MOTE: StdFile means to Standard Data File

File ID - Address 00 00

Data

Data

Access right

Length

File size 00 00 00 l Create StdFile l

l Create BackupFile l

* [ Read Data

[7] BackupFile l

Write Data

- Value File & Record File

NOTE: Please click right side button for further detail operation!

Walue File

Record File

Protocol Screen
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2.8.10.6 Application Level-Read Data

To read data from Standard Data Files or Backup Data Files

Parameters to be operated:

File ID:  the file number to be read from, ONE byte

Address: the starting position for the read operation , THREE byte, range from 0x00 00 00 to Ox FF FF FF
Length: the number of data bytes to be read, THREE byte, and range 0x00 00 00 to Ox FF FF FF

I|§E€ ApplicationLevel EI‘

File IDs g5 \

Get FilelD

SleiD: [05 + Delect File

— File Setting

Flep 05 =

File Type 00 Communicate way 00 Access right File size 100000 [ Get File Setting ]

File ID 05 « Communicate way 00 Access right [Change File Setting ]

~ Standard DataFile & Backup File

FileID 00 Communicate way 00 Access right File size 000000 [ Create StdFile l

MOTE: StdFile means to Standard Data File [ Create Backucki ]
Fiep 05 =~ Address 00 00 Length

Data 00000000 Read Data

Data [7] BackupFile Write Data

- Value File & Record File

Walue File

NOTE: Please click right side button for further detail operation! Bk

Protocol Screen

»>» 60 00 00 8C DC

<< 50 00 02 8C 01 05 DA —success

»>» 60 00 01 8D 05 D9

<< 0 00 07 8D 07 00 00 EE EE 10 00 CD —success
»>» 60 00 05 95 05 00 00 04 00 CA

<< 50 00 04 95 00 00 00 00 C1 —success
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2.8.10.7 Application Level-Write Data

To write data to Standard Data Files and Backup Data Files

Parameters to be operated:

File ID:  the file number to be read from, ONE byte

Address: the starting position for the read operation , THREE byte, range from 0x00 00 00 to Ox FF FF FF
Length: the number of data bytes to be read, THREE byte, and range 0x00 00 00 to Ox FF FF FF

Data:

More details information, please refer to datasheet of using card accordingly

" ApplicationLevel _

File IDs g5

Get FilelD

FilelD 05 Delect File

— File Setting
Filelp 05

File Type 00 Communicate way 00 Access right File size 100000 [ Get File Setting ]

File D 05 Communicate way 00 Access right [Change File Setting ]

~ Standard DataFile & Backup File
FileID 00 Communicate way 00 Access right EEEE  Filesize 0000 00 [ Create StdFile l

NOTE: StdFile means to Standard Data File l Create BackupFile l

Filelp 05 =~ Address 00 00 Length 04 00

Data 00000000 :J Read Data

Data 01020304 ] BackupFile [ \Write Data

_Value File & Record File

Walue File

NOTE: Please click right side button for further detail operation! Bk

Protocol Screen

<< 50 00 02 8C 01 05 DA —success

»>» 60 00 01 8D 05 D9

<< 0 00 07 8D 07 00 00 EE EE 10 00 CD —success
»>» 60 00 05 95 05 00 00 04 00 CA

<< 50 00 04 95 00 00 00 00 C1 —success

»>» 60 00 09 96 05 00 00 04 00 01 02 03 04 CA

<< 50 00 00 96 C6 —success
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2.8.11 Application Level-Value File

2.8.11.1 Value File -Create Value File

To create files or the storage and manipulation of 32bit signed integer value within an existing application
on the PICC

More details information, please refer to datasheet of using card accordingly

1) ApplicationLevel —pe— p—— SEIEET
[ B value File i =] E i
— Value File
Fie D 00 Communicate way 00 - Access right 00 00 LimitCredit 00
Lower Limit 00 00 00 00 Upper Limit 00 00 0000 Value 00 00 00 00 Create Value File

FilelD 00 Value

Nl sen 00 Value 01000000 [ Credit ][ Debit ]

Commit Transaction l [ Absort Transaction ] ’ Limit Credit ]

Protocol Screen
>= 5000 11 91 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 DO | -
<« 5000 00 91 C1 ——-success
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2.8.11.2 Value File -Get Value

It allows to read the currently stored value from Value File

0 Value File

— Value File

File ID 00 Communicate way 00 Access right 00 00 Limit Credit Q0

-

Lower Limit 00 00 00 00 Upper Limit 00 00 00 00 Value 000000 00 Create Value File
File ID 00 Value 00000000 Get Value

Flelp 00 Value 01000000 [ Credit ][ Debit ]

Commit Transaction ] l Absort Transaction l l Limit Credit ]

Protocol Screen
>> 50 00 11 91 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 DO -
nannnoetcl-cucrere

== 5000 01 97 00 Cg
<< 5000 04 97 00 00 00 00 C3 —success
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2.8.11.3 Value File-Transactions operation

The transactions are including:
Credit: increase a value stored in a Value File
Debit: decrease a value stored in a Value File
Commit Transaction: Validate all previous write access on Backup Data File, Value Files and Record
Files within one application
Abort Transaction: invalidate all previous write access on Backup Data File, Value Files and Record
Files within one application

Limit Credit:  limited increase of a value in a Value File without having full Read&Write permission to
the file

More details information, please refer to datasheet of using card accordingly

Value File ek ) |
— Value File
Fila ID 0o Communicate way 00 Access right 00 00 LimitCredit 00
Lower Limit 00 00 00 00 Upper Limit 00000000  Value (0 00 00 00

File ID 00 Valye 00000000 Get Value

Flelp 00 Value 01000000 | Credit ][ Debit

Commit Transaction ] l Absort Transaction l l Limit Credit

Protocol Screen

Clear
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2.8.12 Application Level- Record File

2.812.1 Record File-Create Linear/Cyclic Record File

This is used to create files for multiple storage of structural data, for example for logging transactions,

More details information, please refer to datasheet of using card accordingly

S e W
= - “— : J
A Record File R W ) 5

_ Create/Clear Record File

File ID .UU Communicate way ﬂﬂ Access right UUUU ’ Create Linear Record File l

File size 000000  Record Number 0000 ’ Create Cyclic Record File l

’ Clear Record File l

r Read Record

File D 00 Record No. 00 00 Record Number 0000

P

- Read Record l

- Write Record

File ID 00 Address 0000 |

= Write Record l

Protocol Screen

Clear
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2.8.12.2 Record File-Read Record

To read out a set of complete records from a Cyclic or Liner Record File

Parameters to be read:

File ID: the file number to be read from, ONE byte length

Record No: the offset of the newest record which is read out, THREE bytes long
Record Number: the number of records to be read from PICC

if Record File T T

C= 2

_Create/Clear Record File

File ID 00 Communicate way 00 Access right 00 00

Create Linear Record File ]

Creat

File size 00 00 00 Record Number | 00 00

e Cyclic Record File |

l Clear Record File ]

r Read Record
File ID 00 Record Mo. 00 00 Record Number 00 00

Read Record

- Write Record

File ID 00 Address 0000

Write Record

Protocol Screen
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2.8.12.3 Record File-Write Record

To write data to a Cyclic or Liner Record File

Parameters to be read:

File ID: the file number to be read from and has to be range from 0x00 to 0x07, ONE byte length
Address: the offset within one single record, and range from 0x00 00 00 00 to record size - 1

af Record File T T =0

_Create/Clear Record File

FileID 00 Communicate way 00

File size 00 00 00

Access right

Record Number

0000

00 00

’ Create Linear Record File ]

’ Create Cyclic Record File ]

|

Clear Record File ]

r Read Record

File ID 00 Record No.

00 00

Record Number

00 00

Read Record

- Write Record

FileID 00  Address 0000

Write Record

Protocol Screen
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2.9 1S014443B

29.1 1S014443B- Active-TypeB
To active 1ISO14443 Type B cards/tag

System | Auto-List Cards | 1S014443A-3/4 | MIFARE Classic | Ultralight/C | DESFire | 1S014443B | 1S015693 | ISO7816 |

4 Card Info

Tag Type

UID number Active-TypeB

~ 1501444384

0084000008

0A000084000008 APDU Channel

Protocol Screen
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29.2 1S014443B-4 APDU

=

F
Demo

| System | Auto-List Cards | 1SO14443A-3/4 | MIFARE Classic | Ultralight/C | DESFire | 1SO144438 | 1S015693 | 1S07816 |

— Card Info

Tag Type

UID number

~ 1501444384

Active-TypeB

0084000008

) |

Protocol Screen

0A000084000008

APDU Channel
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2.9.3 1S014443B-4 APDU Channel

This is transfer channel to send any available commands to the card directly through RF chipset.

Details commands please refer to ISO14443B-4 Standard .

FI Demo . r - ’ LE. - -x-. ..
- - - - - - = - - e 2 i

| System | Auto-List Cards | 1SO14443A-3/4 | MIFARE Classic | Ultralight/C | DESFire | 1SO144438 | 1S015693 | 1S07816 |

— Card Info
Tag Type
UID number Active-TypeB
~ 1501444384
0084000008
0AQ00084000008 APDU Channel

Protocol Screen

| -

58 /71



User Manual for HF Reader DEMO V4.0

210 1SO15693

2.10.1 1SO15693-Inventory

To get the UID of ISO15693 standard cards/tags.

Use 16 times Slot
When is selected, it can be read multiple cards in one time, and the all UID

numbers will be listing on leftside box.

System | Auto-List Cards | 1S014443A-3/4 | MIFARE C.Jassicl Ultralight/C | DESFire | 150144438 | ISO15633 | ISO7816

15015693

UID number BY91F3A8000104E0 - Use 16 times Slot Inventory
Select Card

NOTE: Checkmark “Use 16 times Siot” when reading muitipie cards!

Stay Quiet
APDU  0A000084000008 Channel

Flag 0x22 ~ Block Addr 2 Read Block

NOTE: Default Flag =0x22 | you nesd UID for 5l operations: 1223344 Write Block

For single card operalion there is no need fo do lnveniory firstly! Lock Block

Write AFI

Attention: Be careful when do LockAF], this is one time operalion!!

Lock AFI

Write DSFID
Attention: Be careful when do LockDSFID, this is one fime operation!!

Lock DSFID

GET Card Info

== 600003 A1 06 00 00 F4
<< 50 00 08 A1 B7 91 F3 A8 00 01 04 EO 61 —success
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2.10.2 1S015693-Select card

To select the card for further read/write operations, when there are multiple cards, please select the right
one on UID number lists after inventory.

- - = i

| System | Auto-List Cards | 1S014443A3/4 | MIFARE Classic | Ultralight/C | DESFire | 1SO144438 | 1SO15693 | ISO7816

F- Demo

_ 15015693

UID number B791F3A8000104E0 - Use 16 times Slot Inventory

Select Card

NOTE: Checkmark “Use 16 times Siot” when reading muitipie cards!

Stay Quiet
APDU 0A000084000008 APDU Channel

Flag 0x22 ~ Block Addr 2 - Read Block

i NOTE: Default Flag =0x22 | you nesd UID for 5l operations: 1223344 Write Block

For single card operalion there is no need fo do lnveniory firstly! Lock Block

Write AFI

AFI Aftention: Be careful when do LockAF!, this is one time operation!!

ik

Lack AFl

Write DSFID
DSFID Attention B carsful when oo LockDSFID, this is ons time aparstion!!

Lock DSFID

GET Card Info

Protocol Screen

>> 50 0003A1060000F4 -
i << H0 00 08 A1 B7 91 F3 A8 00 01 04 E0 61 —success |
== 60 0009 A6 22 BY 91 F3AB 00 01 04 EO0 45
<« 60 0002 A6 00 00 F4 —success

%]
H
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2.10.3 1SO15693-Stay Quiet

To make the card to be slept

Fl Demo

| System | Auto-List Cards | 1S014443A3/4 | MIFARE Classic | Ultralight/C | DESFire | 1SO144438 | 1SO15693 | ISO7816

_ 15015693

UID number BT91F3A8000104E0 - Use 16 times Slot Inventory
Select Card

L

NOTE: Checkmark “Use 16 times Siot” when reading muitipie cards!

' APDU 0A000084000008 APDU Channel
| Flag 0x22 ~ Block Addr 2 - Read Block

NOTE: Default Flag =0x22 | you nesd UID for 5l operations: 1223344 Write Block

For single card operalion there is no need fo do lnveniory firstly! Lock Block

ik

Write AFI
AFI Aftention: Be careful when do LockAF!, this is one time operation!!
Lock AFI
Write DSFID
DSFID Attention B carsful when oo LockDSFID, this is ons time aparstion!!

Lock DSFID

GET Card Info

Protocol Screen

=> 60 0003 A1060000F4 -

<< 500008 A1 B7 91 F3A8 00 01 04 EO 61 —success |

== 60 0009 A6 22 B7 91 F3 A8 00 01 04 EO0 45
A0.0002 AR 0000 F4 —success

== B00009A222B7 91 F3A8000104 E0 41

<« A0 0002 A2 0000 FO -—-success

Clear =
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2104 1SO15693-APDU

This is transfer channel to send any available commands to the card directly through RF chipset.

And The first CMD before transfer must be ISO15693_Inventory, this will set the reader (or module) go into
ISO15693 mode, Details commands please refer to ISO15693 Standard .

— .

| System | Auto-List Cards | 1S014443A3/4 | MIFARE Classic | Ultralight/C | DESFire | 1SO144438 | 1SO15693 | ISO7816

: v W T ——— _EE |
F Demo — Ml W 25

_ 15015693

UID number  BT91F3AB000104E0 - Use 16 times Slot

NOTE: Checkmark “Use 16 times Siot” when reading muitipie cards!

APDU 0A000084000008

Flag 0x22 ~ Block Addr 2 - Read Block

NOTE: Default Flag =0x22 | you nesd UID for 5l operations: 1223344 Write Block

For single card operalion there is no need fo do lnveniory firstly! Lock Block

Write AFI
AFI Aftention: Be careful when do LockAF!, this is one time operation!!
Lack AFI
Write DSFI
DSFID Attention B carsful when oo LockDSFID, this is ons time aparstion!!
! Lock DSFID

L

GET Card Info

Protocol Screen

>> 50 0003A1060000F4 -
i << H0 00 08 A1B7 91 F3 A8 00 01 04 E0 61 —success |
== G50 0009 A6 22 BT 91 F3AB 00 01 04 EO0 45
<« 60 0002 A6 00 00 F4 —success

1

Clear
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210.5 1S015693-Read Block

To read the data in specific block address

Parameters to be optional:

Flag: 0x22 or 0x02, refer to datasheet of using card

Block Addr: the block address to be read

i a3 S

r. Demo

| System | Auto-List Cards | 1S014443A3/4 | MIFARE Classic | Ultralight/C | DESFire | 1SO144438 | 1SO15693 | ISO7816

_ 15015693

UD number  BT91F3A8000104E0 - Use 16 times Slot ovonton

Select Card
NOTE: Checkmark “Use 16 times Siot” when reading muitipie cards!

Stay Quiet
APDU  0A000084000008 APDU Channel

Flag 0x22 ~ Block Addr 2 - 00000000 Read Block

| NOTE: Default Flag =0x22 , you need UID for sl operations; 1223344 Write Block

For single card operalion there is no need fo do lnveniory firstly! Lock Block

Write AFI

AFI Aftention: Be careful when do LockAF!, this is one time operation!!
Lock AFI

Write DSFI
DSFID Attention B carsful when oo LockDSFID, this is ons time aparstion!!

Lock DSFID

L

GET Card Info

Protocol Screen

>> 50 0003A1060000F4 -
<< H0 00 08 A1B7 91 F3 A8 00 01 04 EO 61 —success
== 500009 A622B7 91 F3AB 000104 EO 45

<< 60 0002 A6 00 00 F4 —success

== A0 00 0B A3 220201 B7 91 F3 A8 00 01 04 E0 41
== 50 00 06 A3 000000 00 00 00 F& —success

Clear =
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2.10.6 1S0O15693-Write Block

To write data into specific block address

Parameters to be optional:
Flag: 0x22 or 0x02, refer to datasheet of using card
Block Addr: the block address to be written, 4byte length

& = e
Demo g

| System | Auto-List Cards | 1S014443A3/4 | MIFARE Classic | Ultralight/C | DESFire | 1SO144438 | 1SO15693 | ISO7816

15015693
UID number  B7T91F3AB000104E0 - Use 16 times Slot
Select Card
NOTE: Checkmark “Use 16 times Siot” when reading muitipie cards!
APDU  0AD00084000008
Flag 0x22 ~ Block Addr 2 - 00000000 Read Block
|
NOTE: Default Fisg =0x22 | you nesd UID for 5l operatiols: 223344 [M
For single card operalion there is no need fo do lnveniory firstly! Lock Block
AFI Aftention: Be careful when do LockAF!, this is one time operation!!
i Lock AFI
| Write DSFID
i DSFID Attention B carsful when oo LockDSFID, this is ons time aparstion!!
! Lock DSFID

GET Card Info

Protocol Screen

=> 60 0003 A1060000F4 -
<< A0 0008 A1 B7 91 F3 A8 00 01 04 EO 61 —success
== 60 0009 A6 2287 91 F3A8 0001 04 E0 45

<« 60 0002 A6 00 00 F4 —success

=> A0 00 0B A3 22020187 91 F3 A8 00 01 04 E0 41
<= 6000 06A3000000000000F5 —succes

=» 60 00 0AAS5 22 02 BY 91 F3AB 00 01 04 EO0 47

<< 5000 02A5 00 00 F7 —success

Clear =
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2.10.7 1S015693-Lock Block

To lock the specific block address

Parameters to be optional:
Flag: 0x22 or 0x02, refer to datasheet of using card

o

Block Addr: the block address to be locked
r- = = : e
Demo ,-.L." =5
i e - = - - - P =
| System | Auto-List Cards | 1S014443A3/4 | MIFARE Classic | Ultralight/C | DESFire | 1SO144438 | 1SO15693 | ISO7816
15015693
UID number  BT91F3AB000104E0 - Use 16 times Slot
NOTE: Checkmark “Use 16 times Siot” when reading muitipie cards!
APDU  0AD00084000008
Flag 0x22 ~ Block Addr 2 - 0ooooo00 Read Block
11223344 [ Wiite Block |

NOTE: Default Flag =0x22 , you nesd UID for all operations;

For single card operalion there is no need fo do lnveniory firstly!

AFI Aftention: Be careful when do LockAF!, this is one time operation!!

I DSFID Attention: Be careful when do LockDSFID, this is one time operation!!

Protocol Screen

Write AFI

Lock AFI
Write DSFID

Lock DSFID

1

GET Card Info

%]
H
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2.10.8 1SO15693-Write AFI

AFI=Application Family Identifier, which it's a 8-bit value and located at Byte 2 in Block -2 ,and it allows

for example the creation of label families.

For details please refer to ISO 15693-3.

W W
= e s

F- Demo

| System | Auto-List Cards

NOTE: Default Flag =0x22 , you nesd UID for all operations;

For single card operalion there is no need fo do lnveniory firstly!

Lock Block

ISO14443A-3/4 | MIFARE Classic | Ultralight/C | DESFire | 150144438 | 1SO15693 | 107816
15015693

UID number  BT91F3AB000104E0 - Use 16 times Slot

Select Card

NOTE: Checkmark “Use 16 times Siot” when reading muitipie cards!
I —i

APDU 0A000084000008

Flag 0x22 ~ BlockAddr 2 = 00000000 Read Block

11223344 Write Block

Attention: Be careful when do LockDSFID, this is one fime operation!!

Protocol Screen

AFI Aftention: Be careful when do LockAF!, this is one time operation!!
TGk ArT
Write DSFID
DSFID

Lock DSFID

GET Card Info

Clear

o
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2109 1SO15693-Lock AFI

For details please refer to ISO/IEC 15693-3.

-
emu e i Y = - - e

l.._;'-' .I_ 'x

15015693
|
UID number BT91F3A8000104E0 - Use 16 times Slot
Select Card
NOTE: Checkmark “Use 16 times Siot” when reading muitipie cards!
Stay Quiet
i APDU 0A000084000008
| Flag 0x22 ~ Block Addr 2 - 00000000 PG T

NOTE: Default Flag =0x22 , you nesd UID for all operations; 1223344

For single card operalion there is no need fo do lnveniory firstly!

Write Block

Lock Block

AFI Aftention: Be careful when do LockAF!, this is one time operation!!

vinte AFl

i

Protocol Screen

DSFID Attention B carsful when oo LockDSFID, this is ons time aparstion!!

Write DSFID

Lock DSFID

GET Card Info

Clear

|

| System | Auto-List Cards | 1SO14443A-3/4 | MIFARE Classic | Ultralight/C | DESFire | 150144438 | 1SO15693 | 107816
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210.10 I1SO15693-Write DSFID

DSFID= Data Storage Format Identifier, whichis located at Byte 3 in Block -2.

For details please refer to ISO/IEC 15693-3.

Fl Demo

R — ™ g
- lli

| System | Auto-List Cards | 1S014443A3/4 | MIFARE Classic | Ultralight/C | DESFire | 1SO144438 | 1SO15693 | ISO7816

_ 15015693

UID number BT91F3A8000104E0 - Use 16 times Slot Inventory

Select Card
NOTE: Checkmark “Use 16 times Siot” when reading muitipie cards!

Stay Quiet
APDU  0A000084000008 APDU Channel

Flag 0xZ22 ~ Block Addr 2 - 00000000 Read Block

NOTE: Default Flag =0x22 | you nesd UID for 5l operations: 1223344 Write Block

For single card operalion there is no need fo do lnveniory firstly! Lock Block

di

Write AFI
AFI Aftention: Be careful when do LockAF!, this is one time operation!!
Lock AFI
|
DSFID Attention B carsful when oo LockDSFID, this is ons time aparstion!!
I Tock DsriD
GET Card Info
(]
Protocol Screen
I F
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210.11 1SO15693-Lock DSFID

For details please refer to ISO/IEC 15693-3.

-
Demo

| System | Auto-List Cards | 1S014443A3/4 | MIFARE Classic | Ultralight/C | DESFire | 1SO144438 | 1SO15693 | ISO7816
15015693
UID number  B7T91F3AB000104E0 - Use 16 times Slot
NOTE: Checkmark “Use 16 times Siot” when reading muitipie cards!
APDU 0A000084000008 APDU Channel
I
Flag |[0x22 + BlockAdd 2 00000000 Read Block
|
NOTE: Default Flag =0x22 , you nesd UID for all operations; 223344 [M
For single card operalion there is no need fo do lnveniory firstly! Lock Block
.
i AFI Aftention: Be careful when do LockAF!, this is one time operation!!
Lock AFI
Write DSFID
| DSFID Attention” B carsful when oo LockDSFID, this is ons time aparstion!!
[ ]
GET Card Info
Protocol Screen
[]
||
:
=
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2.10.12 1S015693-Get Card Info

| System | Auto-List Cards | 1SO14443A-344 | MIFARE Classic | Ultralight/C | DESFire | 150144438 | 1SO15693 | 1507816

_ 15015693

UID rumber | BT9TFIAB000T04ED ~ 7 Use 16 times Siot inventory
Select Card

NOTE: Checkmark “Use 16 times Siot” when reading muitipie cards!

Stay Quiet
APDU 0A000084000008 APDU Channel

Flag 0x22 v  BlockAddr 2 Read Block

NOTE: Default Flag =0x22 | you nesd UID for 5l operations: 1223344 Write Block

For single card operalion there is no need fo do lnveniory firstly! Lock Block

- Write AFI
AF| 00 Aftention: Be careful when do LockAF!, this is one time operation!!

Lock AFl
Write DSFID

DSFID 0o Attention: Be careful when do LockDSFID, this is one fime operation!!

Lock DSFID

GET Card Info

S

Protocol Screen

>> 50 0003A1060000F4 |
<< H0 00 08 A1B7 91 F3 A8 00 01 04 E0 61 —success |
== B0 0009 A6 22 B7 91 F3AB 000104 E0 45
<< 60 0002A60000F4 —sycces |
== G0 00 09 AC 22 B7 91 F3 A8 00 01 04 E0 4F

== &0 0010 AC 00 00 OF B7 91 F3 A8 00 01 04 EO 00 00 1B 03 01 62 —success

Other functions not on above listing or any other specific request about our device, please contact
our sales person or technical engineers for support, THANK YOU.
Contact information:

SHENZHEN CHIKEK Intelligent TECH CO.,LTD
Room 210, 2nd Bldg, WanYuan Commercial Building, 71th District, XinAn Street,BaoAn, 518101, SHENZHEN
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TEL: 86-755-23766242 -803  FAX: 86-755-23571242
Email: sales@chikek-rfid.com , support@chikek-rfid.com

Website: www.chikek-rfid.com
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